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Lecture content 158 N 25

Another view of the topic, namely from the production point of view.
* SAN Operation Problem is Known

* Lan operation problem is known

* SAN technologylinfrastructure

* Infrastructure Complexity & Data protection

* Ethernet Data Center Fabric
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Technology SAN
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SAN : What is this?

Networking of data storage systems

Efficient transport of data

Uses the old SCSI protocol to address device.
Transport protocol may be different

Transport protocol decision is often dependent on financial
framework

Is a summary of

*Daten-Storage Anlage

*Server Interface (HBA) inkl Drivers
*Transport Switch

*Verkabelungsinfrastruktur

ﬁ‘i

1.2, 4,(8), 12 Gbps:
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FC Exchange

Exchange 1 seqencs U drections

FC-Frame1l {sssssssceessl FC-FrameN

N=1 bis 65536

Frame type and contentfunction
Class-spocific control information
Protocol Type in this frame
Sequence this frame belongs to
Originator Exchange 1D
Multi-purpose parameter field

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012

L L FC-Framel
M=1 bis 256

Transmission Words

N=1 bis 65536

4 24 72112 4 4
el | e [ BEEE

R_ETL monm‘@\‘m

C€3_CTL| Source Address (S_ID) Where the frame came from

TYPE | Frame Control (F_CTL) Frame Control field

Sequential count of frames

M | Respander Exchange 1D

Parameter F

m;iﬁm .

FC-Frame N




Operation Goal

_ FireSection 1 Fire Section2 "'

‘ ‘s | Production Fabric 1 / .'.
\Va " Production Fabric 2 E _(" ‘ :

-

High availability : a lot of way to become data Storage device Consolidation (speed, maintenace, availability)
Performance : 2, 4, 8 Gbits and security Backup device Consolidation ( xx tape Library-=> 1 Disc Library virtualisation)
Rechio = -—_ = T 2 o
Faters [~ r - ~’ \
.\~ 4 ) A

&
i
L4

A Pt 12
0 .
jasioaas BB Paaric 11
Tt —— ——— e ——— ——————
Fabee ¢ '. »‘

\ Prosumsen 11" 24 1 A st e ‘//

gy g

FYRA m o XXXX
Global Disaster Recovery solution Tape Library Consolidation

Central Backup and Sox - Reduce opex
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Advantage: Optimization of data centers

Application and System Provider....

Project Manager ...

My application, my server
Conservative /

positioning ™~

my storage, my network.....
Go away!!!

*~70% memory usage
*Flexible
*Security??

" .
Y
J!_!Uliﬂ;l
A AIARAANLY

EEEETEE L e
nERS LLtL M PR ILLEI =

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

*20% memory usage??
*Inflexible

°
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Living technology

Major technology renewing
each 2 Year

Major Security renewing
each 6 Month

SAN Technology Evolurion last few Year
1997 First Fiber Channel Protocol

2004 2Gbits Technology

2005 iSCSI Technology & FCip

2006 4 Gbits Technology

2008 8 Gbits Technology

2008 FCoE Technology

2010 FCoE Technology & 16Gbits FC

Price
Electric power
Gbits transmission

Security

1997
1999
2002
2003
2004
2005
2006
2006
2007
2007
2007
2008
2008
2008
2009
2010
2011

Fibre-Channel Protocol

1Gbits Technology

255 ports Core Switch 2Gbits

2Ghits Technology

FC Routing 2Gbits

FC 4Gibts

FC Director with 380Port

FC Router 4Gbits

opinion revising about san security
Virtualization in SAN - Virtual WWN

8Gbits Technology and HBA

FCoE

890Ports Datacenter Core MP 8Gbits
Multiprotocol HBA: CNA (Converged Network Adaptor)
FCoE Switch and Blade

16Ghits Technology, 64/66bits, fillword mode 3
Virtual Cluster switching & VDX

<& < < ja pro gbits Gbertragen aber Investition bleibt sehr hoch
'Vi";f'ﬁzg% & < < wenn jede 2) man alle 2J alles erneuert SSS

/ < < < wenn die Verkabelungsinfrastruktur es erlaubt

/ <& < < wenn richtig implementiert (zeit??)

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012 8



New 16gbits Technology
e

Technology 40/45nm 90nm

Data path 64 bits 32 bits

Number of Ports 48 40

FC Speeds 16-10-8-4-2 8-4-2-1

Power 40W 30W

Frames switching L2=420M L2=212M

per second

FC Security 32 Gbps encryption (6us latency) No 8 slots

32 Ghps decryption(6us latency)

FC Compression 64 Gbps compression(6us latency) No
64 Gbps decompression(6us latency)

*Up to 384 ports at full 16 Gbps speed

*Up to 32 optical Inter-Chassis Link (ICL) ports 32 ICL ports

8.2 Tbps total chassis bandwidth
*6.1 Tbps universal ports
2.1 Tbps ICL bandwidth

*512 Gbps bandwidth per slot

2 CR Blades 2 CP Blades

6 DCX in mesh with ICL gekoppelt = fabric upto ~2300 ports 16gbits oder ~4000 ports 8gibts

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JL T ASlan - 02.02.2012 9



Storage roadmap, turnaround time
e SSD drives are industry capable

* Tiering of data
* Local storage virtualization in storage
* Global storage virtualization in SAN engine

* Virtualization of Tape Library

Intelligency

10



Infrastructure

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012

11



Infrastructure costs and complexity

Zwischen GR0O1-GRO5 :

*about 1500 cu & FC Ports (OM4)

Structured cabling costs(inkl. Trassen) ~750T€ — Wh ,
«plan till GR14 o can pay for that?
*1 room over 10 in SK4 Location

* Multi-fabric SAN inter-room coupled

*1 Rack($Sm2)~10kw~6 ESX server~40-60 cu “24FC  —

5 ] 8 2 g g 5 2 g 2 = - . %

s s . . -g- = = -g> s = .g. ;;;; 5- g = 5 : @ 5 ..... s . = -g. g 3 .s- s 3 g o. s 2 ,o .....
&- = = & - e B of

t * T T '* T T T T T «' T 3 T T T Te T T 1 ' """""""""""

g ;
5 L - t '.»---__‘;y
: i I3 1 (] i 1 gaEl |WEEE
3 : 1 - ) :l i . .
: = hj)| LF"‘J
g || Z a -1 |}l il
P g 1 iy pTERNS BN R
s : S festiias. _Hil=s
' = 5 ] S 1 | I [ ][]
Ny 8 i 4] ] L
44 Y 1 L) -
ol I8 ‘ Fore —-t | |||
] » A i
I 50 8w ‘-* S P o e e v v v v N D A N e i b R O T N D A IO
P | | [~ [ e | | [B) [ et | | e | | o [T T T T ikt |
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Infrastructure Complexity
Data Protection



Brocade DCX:
e up to 384 16Gbits ports
* Upto 512 8gbits ports

e DCX chassis can be coupled via ICL

* 4xICLs deliver 256 Gbps (16 x 16 Gbps ISLs)

* |CL Trunking can accommodate up to 4 ICL
Ports in a Trunk

By storage virtualization engine, you canthe data
is everywhere, the data trafficlt's impossible to
predict.

Normal traffic and backup traffic mustthe one
that allows aoversubscription 1/7 der andere 1/1

% (Streaming)
S
s |8 We forget here the location coupling via FCIP or
wjb DWDM dark-fiber

@ Jeam Luse Turth Alan 1011
Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012 14



Admin Domain, Virtual Fabric, VSan

................

Doman 1D« 1 S
WAN = 300000081105 23 81

N~ :\:!qlwmd.), bl
v'.‘
ot

n2!
WAN & 10 D000 05 Jw D554 S

Fabric Visibie to AD3 User

WV = 30 00 0500 7 2 At )

Dartass O = 1

Y
!I‘Iv\" = 100000 D00 ¥:33)

- b
g Koy gy Domam D = 2
W = 20 0051 D47 wwﬂn « S0.00 53400 £3.48. 60,03

AD‘-" " | ;
e 7. VI = 100000 0028 Safasal

§ Y
o WWH = 2000 000002 3 Al
1 Fabric Visible to AD4 User
Doman © = 4 : -
WAN = 50.00.51 10.6236 15 04 Comam © = 3
A = VAN » 50 0062 00 60 46 o504
LD

I VWS = 1000000008 3a: 4 a2

* 2000 san ports

- (iber 4000 SAN zones

e AD Domain/VF

die menge

VF & VS brauchen inter Fabric routing
AD Domain share devices

/VS partitionnieren
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SAN-DM/Z Issue

IDMZ
Application Server

*Broadcast Attack

*WWN spoofing von MZ server

*RSCN attack auf storage

*Primitive attack auf fabrik dienst = Fabric not ready
*Chassis attack = Fabric not ready

*Bad zoning configuration erlaubt daten zugriff

Etc.. Etc...

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012
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SAN-DMZ Solution

Doppel zoning Konfiguration notigt MZ & DMZ

Port hardening

DMZ Fabrik Problem haben kein Wirkung auf MZ Fabrik

Durch sharing von WWN Port mussen dedizierter
Front-End Port flir DMZ reserviert werden

WWN1

Finri YA o 190

Data Protektion in SAN & Ethernet Fabrik - Fragestellung

-JLTASlan
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Daten Protection Thema

Data Security

Information Assurance

Information

Information
Security

Dependability

Confidentiality,
Integrity,
Availability,

Reliability,
Availability,
Fault Prevention,
N Avoidance & Tolerance

Accountability... PO L
Ability to recover
from failures/faults

and security attacks

SOURCE: Information Assurance — Depandadiily and Sacunty in Natworked Systems, Quan, Joshi, Tipper,
Krishramurthy, 2008, New York, ISBN: 678-0.12.373568.9,

Data Protection

We make money with our data

We earn money by trusting customers
We earn money from service reliability
We make money with data security
Change /Incident/Problem Management
are important large infrastructure

I Drticytios, Quaries, Engunes ,-l

Availability

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JL T ASlan - 02.02.2012
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Rest Risiko Thema

When is too little

When is too much

When is it priceless?

When is the risk tolerable
for the data class?

RISK ACCEPTANCE

[ BASED ON: ISO/IEC 27005:2008, Information technology — Security tachniques - Information Security |
Risk Management, hitp:/iwww.iso ch

Hardening helps not only the security = s s

: Best
H $ ™ o
" \ w /  butreduces the risk of human error
Risk Costs and Rsis o
i " Balancs
\5 ("Sweet Spot’)
} Dsoetonary
? Aoa
oY i " Syt
Lowest 4
----- -
0 - Torey -
(Unatsnabie) Libeé ATV High ﬁ.:"-‘
Socurity ALLACCESS 1 1
© 1996 - 2000 Ray Kaplan ANl Rights Resarved — ’
Sowrce Ry Kapian, CISSP. A Mattr of 7rust, Information Securty Managament Harcbeok. 5 Eciten. Tigion & ‘ |
Krpuse. sciton
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We are among the best

ean 1507 CREDANT

W Pt Wt Mavers

Main Latest incidents Most Discussed Incidents Recently Updated Incidents

1D: 1518: Malicious Software/Hack compr

Date: 200601-20 Records Lost 130,000.000 Source: Outelde submittad by: michaeicordee Location: Princeton NJ, US
Organizations: Hesrtiana Paymant Systzme. Towsr Fedaral Credt Union, Severty Natcnal Sank

1D: 548: Hack exposes 84 million credit card numbers snd transaction details
Date: 2007-01-17 Records Lost: 94000000  Source: Outelde Submitted Dy: 3dmin Lacation: US
Organizations: TJX Comganiee Inc.

1D: 20€1: Hackers sccess credit-reporting database.
Date: 1954-06-01 Racords Lost: S0030,000 Sourcs: Cutside Submitied by: Dissent Location: US
Orgsnizstions: TRW, Saars Roabuck

1D: 3824: 77 milion nsmes. addresses, emsil sddresses, birthdates, PlayStation Network/Qriocity passwords and | handle/PSN
online ID, profile dats. purchase history and possibly credit cards obtsined.

Date: 2011-04-2¢ Records Lost: 77.030,003  Sourcs: Outelde Submittad by: Jkoune Location: US

Organizstions: Sony Corparation

1D: 110: Msjor card processor breached losing millions of credit card numbers

Date: 2005-06-1% Racorda Lost 40.000,000  Source: Qutside Submitted Dy: admin Locstion: Tucson AZ US

Orgenizations: C3rdSystams, Wisa, MasterCard, Amencan Sxpress

1D: 5235: 40 miliion forum members’ usemames and clesr-iext pssswords lesked online by hackers
Date: 2011-12-26  Records Lost: 40.000,003  Source: Outelde Subnwifed by: Dissen Location: CN
Organizations: Tlanya

1D: 4521: Personal information of 35 million users including names, emsil addresses. phone numbers snd en
numbers and passwords sccessed by hacker

Date: 2011-07-28 Records Lost: 35,000,000  Source: Outeloe Subnvifed by: Dissent Location: KR
Organizations: SK Communications, Naiz, Cyworid

1D: 4842: Database containing user names, hashed and sslfed passwords. game purchases, email sddresses. billing sddresses and
encrypted credit card information sccessed by hacker(s).

Dafe: 2011-11-10  Records Lost 35030,000  Sourcs: Outelde submitted by: Diesent Lacation: Waehington DC, US

Organizations: St2am (Mahe, Inc.)

1D: 3755: Hackers bresched datsbase and sccessed username and password information on more than 30 million individuals

Date: 2008-12-14 Records Loet: 32000000  Scurce: Cutsige Submitted by: Jkouns Location: Redwood City CA US

Organizationa: RockYou Inc.

-
™
=

Date: 20060522 Records Lost 26,500,000  Source: Outelde submitted by: admin Location: US
Organizations: U.S. Dapartment of Vietarans AM3IE

1D: 841: Two missing CDs contsined over 25 million nsmes, sddresses, dstes of birth and Nations! insurance numbers of the entire HMRC

child benefit dstabase as well a5 7 million banking detsils

Dste: 2007-11-20 Records Losk 25030,00  Source: Outside submitted by: admin Location: G5

Organizations: HM Ravanue and Customs, TNT

1D: 36€1: 24.6 million customer dates of birth. email sddresses and phone numbers, including 12,700 non-U.S. credit or debit card
numbers and expiration dates and about 10,700 direct debit records including bank account numbers sccessed by hacker

Date: 20110502 Racords Lost: 24600,000  Sourcs: Cutside Submitied by: Dissent Location: US

Organizstions: Sony Onina Entertainment, Scry Carporaton

1D: 5429 24 million emsil addresses. billing snd shipping sddresses, phone numbers, the last four digits from credit cards, passwords and
mare illegsily sccessed

Data: 201201-15  Records Lost: 24.000,00]  Sourcs: Cutslde Submittsed by: arext.
Organlzations: Z3ppas

1D: 5232: Data for 20,000,000 game site users reportediy lesked by hackers
Date: 2011-12-22 Records Losk 20030,003  Scurce: Outside Submitted by: Dissent Location: 727 7?7, CN
Organizations: 77K

7 Location: Handerson NV, US

1D: 5305: 17,900,617 members netified of forced password reset sfter hacker sccesses &quot;limited number&guot; of users'
Date: 2011-12-25 Records Lost: 17,900,617  Source: Outelde Subnwifed by: Dissent Location: Redwodd City CA LS
Organizations: Cara2

LOST DisSK
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Share Services Fabrik

FCIA, SNIA, IEEE define protocol.

In SAN, all distributed services with well-known addresses are directly accessible.
This also means that these services are also very easy to attack.

Often these services are completely open, such as management servers,

name server (simple name server).

FCIA, SNIA, IEEE never define how to implement a protocol,Suppliers are free to
implement what they want as they want.

~ SAN Fabric
Hiille

OxFFFFFE
abric server login/

0xFFFFFB
Time server

" OXFFFFFD
. j Fabric controller
OxFFFFFC . S 4 OxFFFFF8
Fabric Directory liminibad ddae b oot = Alias server
OXFFFFFF OxFFFFFA
—
server

\_\___/

Z Example: PID of the port are fixed with Brocade.
At Cisco, they are assigned by the switch
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Logical Data Storage Network

Now IP ports are separated from FC ports, but later with Datacenter Ethernet??
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Data Center Ethernet/Fabric



Goal

e Capex reduction (infrastructure costs)
» Same availability/reliability as FC
e Joint transport infrastructure for all protocols

L

Must be Ethernet, lossy FC must be lossless due Needs to be low latency
characteristics acceptable to the sensitivity of SCSI and low cost

Storage IPC
Fibre Channel Infiniband or proprietry

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JL T ASlan - 02.02.2012
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Datacenter Ethernet

M X emc il

3

BROCADE ==Y Netapp

IEEE T11 ANSI
802.1Qbb Priority Flow

Control (PFC) eelE

802.1Qaz Enhanced ?izgﬁeFrEMA address
Transmission Selection (ETS)

DCBX Data Center Bridging IETE

Exchange protocol proposal for

802.1Qaz TRILL - Transparent

_ L Interconnection of Lots of

802.1Qau congestion notification Links

.'.’-";_,"‘nﬂ (i@ &%Suﬂ = EMULEX i

@LOGIC

B Implementation Agreement B Approved B In Development

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012
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TRILL (Transparent Interconnection of
lots of links (Layer 2)

Is the successor of spanning-tree protocol
Tension tree protocol:
No multipath support
Inefficient use of the path
Complex debugging (no deterministic failure mode)
Slow re-convergence after failover — partitioningldle
ifraTRILL :
— Enables L2 multiple paths via load splitting among paths
— Reclaims network bandwidth and improves utilization
— Improves efficiency with L2 shortest path and ECMP
— Faster response to failures
— TRILL is backward-compatible with existing infrastructures

— Delivers multiple hop FCoE with Routing Bridges and link state
routing protocols



Rbridge (switch mit Trill )

.\'v-

/ N N
— - @ - =

*Classische Switch benutzen Spanning-tree Protokoll
*Spanning-tree protocol verhindert loop durch abschalten von links

*Rbridge Switch benutzen Trill routing Protokoll
*Rbridge support multipathing der links

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012
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FCoE

Fibre Channel
[ Services

P Layer 3 Fibre Channe
( e Transport
Legacy J Layer 2
SR | S Fibre Channel 1 Fibre Channel Services
Legacy Today BROCADE Differentiation:
Ethernet Most robust upper layer
Today SAN implementations
Encapsulation
BROCADE strength:
Writing the standards
DCB Transport &

Physical Layer

FCF: Fibre Channel Forwarder

FCoE_LEP:

e terminate FCoE Link

* deals with de-&entcapsulation of FC Frame

FcoE Controller: exists in VE-Node (VF/VN) and in FCFs
Participate in discovery

Are responsible for creation/delation/monitoring of virtual link

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012
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FCoE, Ethertype ‘8806'h

FIP — FCoE Frames

Ethernet Frame, Ethertype = FIP =8914h

Control information: version, ordered sets (SOF, EOF)

Optonal IEEE 802 10
4 Byte
Tag goes here

This held vanes in size

= )

Ethemet frame
Szen
64 Bytes to 2220 Bytes

Reserved (12 Bas

Encapsulated FC Frame
FC Frame = Mimimum 28 Bytes (7 Words) —»
Maximum 2180 Byles (545 Words)
(including FC-CRC)

Reserved

FIP

ENode

|

FCF
VLAN Notification
B Discovery
Discovery Solicitation
Discovery Advertisement
— Login

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JL T ASlan - 02.02.2012

29




FIP (FCoE initialistaion Protocol)

FIP Operation Codes
Operation Code Subcode Operation
P g 000th 01h Discovery, Solicitation
FIP, Ethertype 8914’h 02h Discovery, Advertisement
0002h 01h Virtual Link Instantiation Request
02h Virtual Link Instantiation Response
Word 11.24 23.18 15.8 7.0 0003h O1h | FIP Keep Alive
0 Destination MAC Address (6 Byles) - OEh | FIP Clear Virtual Lmki
FFF8h .. FFFEh |OCh .. FFh Vendor Specific
! | All others All others Reserved
Optional IEEE 802.1Q 2 Soutce MAC Address (6 Bytes
48yte  um—b |- Lo . -
Tag goes here 3 FIP operation descriptor
4 Range | Type FIP Descriptor Reference
5 0 |Reserved
1| Prioty 77532
8 2 |MACaddress 77533
Descriptor list 3 FC-MAR 7.7534
vanies in size —. Descriptor List 3| Name_identher 77535
(=1 5  |Fabnc 77536
& | MaxFCoF Size 77547
Crilical 7 FLocP 77538
8 FDISC_NPIV® 77539
Elherrs‘:tleframe . 9 LOGO® 7.153.10
10 |EP? 77531
11| VN_Port Identfication 716312
12 | FKA_ADV_Peiiod 7156313
13 | Vendor_ID 7.1.53.14
14-127 | Reserved
128-240 | Reserved
Non-crifical | 241-254 | Vendor Spedific 715315
255 | Reserved
a The FC CRC, SOF, and EQF shail not be included in the FIP descriptor,

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JL T ASlan - 02.02.2012
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FIP (FCoE initialistaion Protocol)

Multicast Solicitation from Host 2

MAC (H1)

“SgE
-~
FCF.MAC(B)

All-FCF-MACs
MAC(H2)
Solicitation

[From ENode, Addr modes supported,
MAC(H2), H2 Port_iD, Max FCOE Size|

FCF-MAC(A)
\

HC Fabne '/

\‘*"‘\_/

F=0b, this solicitation solicits
VF_Port capable FCF-MACs

Host 2 FLOGIs to FCF_A

.,\

FCF- MAC(A)

/

FC Fabnc

FCF- MAC(E)

FCF-MAC(A)
FCF-MAC(A) 1] MAC(H2)

H2's FCF list.

FCF-MAC(B) 1] FLOGI VLI Request

FLOGI quuesl information]

Unicast Advertisements from FCFs

FCF-MAC(A)

/ 5,

o

| MAC (H2) 7 v
FCF-MACB)

FC Fabne

_,/

[Solicited, From FCF, Address
Modes Supported, Prionty,
FCF-MAC(A), FC-MAF,
Switch_Name, Fabric_Name] H

H2's FCF list: MAC(H2) MAC(H2)
FCF-MAC(A) [J] FCF-MAC(A) FCF-MAC(B)
FCF-MAC(B) V] Jumbo Advertisement Jumboe Advertisement

|Solicited, From FCF, Address
Modes Supported, Prionity,
FUF-MAC(E), FC-MAF,
Switch_Name, Fabric_Name] —'

FCF FLOGI Response to Host 2

Hostd FF-HACA
J MAC (H1)

Host2

rrrmma)

MAC(H2)
FCF-MAC(A)
FLOGI VLI Reply

[From FCF, Addr mode assigned,
Assigned MAC address,

FLOGI Response information]

FCFabic

MAC Adresse
(FCMAP-FCID)

Data Protektion in SAN & Ethernet Fabrik - Fragestellung -JLT ASlan - 02.02.2012
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VDX Switch — VCS

VDX switch are Datacenter Ethernet Switch
VDX Switch working with VLAN
VCS (virtual cluster switching) is a layer 2 Ethernet technology

Edge port support industry standard Link Aggregation Groups (LAGs) with
the LAPC protocol (IEEE 802.1ad)

ISL do not use LAGs but special trunk protocol (upto 8 links)under VCS
mode,

the switch discovers its neighbor and mergesVLAN 40934095are reserved
for VCS control traffic

Product Comparison Brocade Juniper Cisco

VDX 6720 EX4500 NX5020
Street price per port $670 $1800 1=t $670

40, then
$1K

Power per port Max 6W Max 12W Max 14.5W
Latency 06-18us 47 us 32-23us
10 GbE ports 60 48 b2
Throughput 1200 Gbps | 960 Gbps 1040 Gbps
DCB/TRILL Yes/Yes No/No Yes/Yes
Layer 3 Mid-2011 Yes No




Interface HBA any I/O

Subhead

. 138
" Gbp 14.025 Gbps
34 Gbps o2
15% headroo Gb” )
14.025 Gbps
.
Brocade 1860 Fabric Adapter

Extends Ethernet and Fibre Channel fabric services
*Brocade Server Application Optimization (SAO): QoS, N_Port Trunking
*Brocade vFLink 1/0 virtualization, SR-IOV, VEB/VEPA

Brocade AnylO Technology
*16/8/4/2 Gbps Fibre Channel, 10 GbE Data Center Bridging (DCB), TCP/IP, FCoE,
and/or iSCSI
*Configurable on a per-port basis
*All protocols supported concurrently, no licensing required
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Summary

We have looked at the problem of FC and already know where
there was problem.

We know that suppliers have high levels of implementation
freedom

We know that some parts of the Minutes have not yet been
adopted.

More detailed analysis of the protocol is needed
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Issue

|s datacenter Ethernet/Fabric operational?

Does datacenter guarantee Ethernet/Fabric Data Protection?
How are the protocols vulnerable?

Allows to change routing information

How to guarantee the separation of transport type.........
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How to proceed......
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